"3, HTTPS Everywhere

Free Technology Workshop

Secure Browsing
iyt and Emall

and makes free speech risky.

Web Browsing with HTTPS
Secure Email with OpenPGP

Organised by Steven Gordon
Room RS309

: 9am - 12noon Friday 27 June 2014
EmailSelfDefense.fsf.org http:/fict.siit.tu.ac.th/moodle/




Adresses

* Local copies of software
- http://ict.siit.tu.ac.th/software/

* Presentation slides and videos
- http://ict.siit.tu.ac.th/moodle/

| ocal address for ICT

— Ict.siit.tu.ac.th (from anywhere)
- 10.10.6.11 (from inside SIIT)



SSH



SSHAccessto ICT

 Use PUTTY (Windows) or ssh (OSX, Linux)

- Address: ict.siit.tu.ac.th

- Username: us41234567/8

- Password: supplied to you
* Once logged in you can:

- Change password: passwd
- EXit: exit



SSH and Tunnelling

e |ct.slit.tu.ac.th
- username: us41234567/8
- (Replace with your student ID)
- Password has been provided to you

* Dynamic forwarding on command line, Linux/OSX:
— ssh -1 ub412345678 -N -D 6666 1ct.siit.tu.ac.th

* In browser proxy settings:

- SOCKS host: localhost
- Port;: 6666



SSH on Windows with PUuTTY

 PUTTY Configuration:

e Connection -> SSH -> Tunnels

— Source Port: 6666
- Destination: ict.siit.tu.ac.th
- Select “Dynamic”



Example SOCKS Proxy In Firefox
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] No Proxy for: hl
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Firefox Plugins



Firefox (and Chrome) Plugins

HTTPS Everywhere

- https://www.eff.org/https-everywhere
Privacy: AdBlock Plus, Ghostery

Safety: NoScript
Proxy. FoxyProxy, Hola Un

Passwords: LastPass, Kee

 And many more

nlocker

~0X (KeePass)



Secure Email with PGP



Free Software Foundation: Email Self Defense
Guide to using encrypted email with GnuPG,
Engimail and Thunderbird
http://emallselfdefense.fsf.org/

But we're far from helpless
to do something about it.

EmailSelfDefense.fsf.org




Steps

Install Thunderbird Email Client
- Setup an account, e.g. gmail, hotmail or siit
(Windows only) Install GPG4WIN

Install Engimail Add-on in Thunderbird

In Thunderbird:

- Make your keys
— Distribute your keys
- Send signed/encrypted emails



Install Thunderbird

m ICT Index of /software/windows | + | |£” &P ” |

6 ict.siit.tu.ac.th/software/windows/ i 8 "-"v Google Pl A B~
Index of /software/windows B
) Mozilla Thunderbird Setup o @ [

| o]

Welcome to the Mozilla Thunderbird
Setup Wizard

3 Parent Directory
Thunderbird Set
Wiresharle-win32
Wiresharle-win64
opgdwin-2.2.1 ex
openvpn-install- 2 |
opervpn-install-2 |
putiv-0.63-installg
torbrowser-install
winscp3 54 setup. 9

This wizard will guide you through the installation of Mozilla
Thunderbird.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

Apache/2.2.22 (Ubun [ Mext> | [ cance




Add an Account

(===
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2 GetMail ~ # Write B Chat & AddressBook | ® Tag~ @ QuickFilter | Search.. <Ctrl+K> P =
Mail Account Setup @
Your name; | First Last Your name, as shown to others
Email address:  email@example.com

Password: Password

Remember password

Get a new account Continue

ﬂ Mozilla Thunderbird is free and open source software from the non-profit Mozilla Foundation, [Enow your rights... ] x |

¥ Done

e 2 T o ] B e ||




(Windows Only) Install GPG4WiIn
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Wireshark-win64-1.10.
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Install Enigmail Add-on
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g R Enigmail 1.6 Wednesday, 23 October 2013
MaIL
é Get Add-ons OpenPGP message encryption and authentication for Thunde.. More
_ Install this add-
.t SR S X-notifier (for Gmail,Hotmail,Yah... 3.4.1 'S0 smmy==T=
Motifier for gmail, yahoo, hotmail, acl and more webmails.X-n... More
J(+ Appearance . Thursday, 19 June 2014
- 't Mail Merge 3.8.0 , o
=: : Mass Mail and Personal Mail More
' Plugins
Kf{l Mail Redirect 0.7.8 Thursday, 24 October 2013
|
Allow to redirect (a.k.a. "bounce”) mail messages to other reci...  More
. MEI“HOPS 0.8.2 Sunday, 28 October 2012
MailHops maps the route an email took to get to you. Displayi.. More
EditEmailSubject 2.0.3 ey, 2 el S

B!
S This module allows you to change email subjects  More

i Downloading 1518 of 1673 in Inbox _— = |




*

OpenPGP Setup Wizard

= Inbox

& Get Mail ~

45 steve@siit. tu.ac

*
1]
Lt

b ol

=

*| Trash

Inbox
Drafts (3)
Sent
Archives
Junk

aaasvi
Advisees
Chats
Contacts
C55322
Ermailed Contag
Enguiries
ICTES
IPS

ITPE
Ims323
IT5332
ITS335
IT5413
JAIST
MREL

Personal

Sign by default: No

Write -Chat lAddresanDk Tag Decrypt Iquuir:h:FiItvf_'r Search... <Cirl+K=>

Signing
Digitally Sign Your Qutgoing Emails

r@ OpenPGP Setup Wizard EI =] i

OpenPGP allows you to digitally sign your emails. This is like the electronic version of signing
a letter, and it allows people to be sure that an email is really from you. It's good security
practice to sign all cutgoing email.

To verify your signed email, people need an OpenPGP-aware mail program. If they don't have
an OpenPGP-aware mail program they will be able to read your email, but the signature will
be displayed as an attachment or as text around the email message. This might annoy some
pecple. You need to choose if you want to sign all cutgeing email, or if you want to avoid
sending signed email to some people.

Do you want to sign all your cutgoing email by default?

Yes, Iwant to sign all of my email

@ | Mo, I want to create per-recipient rules for emails that need to be signed

< Back ” Mext = ]| Cancel
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OpenPGP Setup Wizard

= Inbox

& Get Mail ~
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Junk

*| Trash
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Chats
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Personal

Generate your keypair

Write -Chat lAddresanDk

Tag

Decrypt

@, Quick Filter

T

@ OpenPGP Setup Wizard

Key Creation
Your key is now being generated

Key Generation Console

-

NOTE: Key generation may take up to several minutes to complete. Do not exit the
application while key generation is in progress. Actively browsing or performing
disk-intensive operations during key generation will replenish the 'randomness pool' and
speed-up the process. You will be alerted when key generation is completed.

| Cancel
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Exchange Keys

* Upload to Key Server
- Unfortunately SIIT blocks the port used for upload
 Email Public Key to Friends

- Manually confirm that correct key
- ID or Fingerprint
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