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1 Introduction

This document summarises several steps of an IT security risk analysis and subsequent
implementation of security controls. Most of the material is based on the following
sources:

• Stallings and Brown, Computer Security: Principles and Practice, 2nd Edition,
Pearson Education, 2012. Specifically chapters 14 and 15.

• NIST, Standards for Security Categorization of Federal Information and Informa-
tion Systems, FIPS PUB 199, February 2004.

• NIST, Guidelines for Conducting Risk Assessments, Special Publication 800-30
Revision 1, September 2012.

• NIST, Security and Privacy Controls for Federal Information Systems and Organi-
zations, Special Publication 800-53, Revision 4, April 2013.

The above sources (as well as the other standards that they refer to) describe detailed
methodologies for IT security risk analysis and implementing security controls. This doc-
ument selects parts from these methodologies that are suitable for performing a simplified
risk analysis for IT security students.

Most of the figures, tables and text are copied directly from the original NIST stan-
dards (which as US Government works, are in the public domain).

2 IT Security Management

Figure 1, taken from Stallings and Brown, presents an overview of IT security manage-
ment. From the top, an IT security policy and aspects of the organisation are initial
inputs to a risk analysis. The risk analysis can be performed in several ways: baseline,
informal, formal, or combined. From the risk analysis a set of security controls should
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Figure 1: An Overview of IT Security Management [Figure 14.1 from Stallings and Brown]

be selected for the organisation and a plan and procedure for implementing the controls
prepared.

The selected controls are implemented, employees made aware of the security issues
and given appropriate training. There are several follow-up steps which may lead to
further risk analysis and implementation changes.

This document focusses on three parts:

1. The inputs to the risk analysis, specifically a categorization of the information
systems in an organisation based on their security objectives (Section 3).

2. The formal risk analysis (Section 4).

3. The security controls that are available for selection and implementation (Section 5).

3 Security Categorization

NIST, in FIPS 199, present a method for categorizing information and information sys-
tems based on security objectives. The three security objectives defined are:
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Confidentiality: Preserving authorized restrictions on information access and dis-
closure, including means for protecting personal privacy and proprietary informa-
tion. A loss of confidentiality is the unauthorized disclosure of information.

Integrity: Guarding against improper information modification or destruction,
and includes ensuring information non-repudiation and authenticity. A loss of in-
tegrity is the unauthorized modification or destruction of information.

Availability: Ensuring timely and reliable access to and use of information. A loss
of availability is the disruption of access to or use of information or an information
system.

There are three levels of potential impact on organisations and individuals if a security
breach occurs:

Low: The loss of confidentiality, integrity, or availability could be expected to
have a limited adverse effect on organizational operations, organizational assets, or
individuals.

Moderate: The loss of confidentiality, integrity, or availability could be expected
to have a serious adverse effect on organizational operations, organizational assets,
or individuals.

High: The loss of confidentiality, integrity, or availability could be expected to have
a severe or catastrophic adverse effect on organizational operations, organizational
assets, or individuals.

A security category, SC, is applied for different information types, which assigns a
potential impact to each of the objectives for that information type. The general format
is:

SCinformationtype = {(confidentialty, impact), (integrity, impact), (availability, impact)}

Examples of information types include: user data on a website, student records,
financial records, personnel information. Examples of categorizations are given in FIPS
199.

An information system may have multiple types of information. From the security
categorization of the different information types, a security categorization of the infor-
mation system can be specified:

SCinformationsystem = {(confidentialty, impact), (integrity, impact), (availability, impact)}

The potential impact for the information system is the highest (maximum) value from
the set of information types in the system for that objective. For example, consider a
student management system that contains two information types with categorizations:

SCgrades = {(confidentialty,moderate), (integrity, high), (availability, low)}

SCcontactinfo = {(confidentialty,moderate), (integrity, low), (availability, low)}
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For the confidentiality objective, both impacts are moderate, giving the highest value
of moderate. Hence the potential impact for the information system is moderate. For
integrity, although one impact is low, the other is high, so the highest value, high, is the
potential impact for the information system.

SCstudentsystem = {(confidentialty,moderate), (integrity, high), (availability, low)}

Further examples are in FIPS 199.

4 Risk Analysis

A simplified risk analysis consists of:

1. Identify assets that need protection. Assets include computer and communications
hardware, software, data, documentation, and the people who manage these sys-
tems.

2. Identify threats and vulnerabilities. Threats come from particular sources. Table 1
classifies typical threat sources. Sources and threats may be adversarial (i.e. others
trying to gain advantage from an attack) or non-adversarial (e.g. due to your own
mistakes). A list of adversarial threat events (attacks), split across five tables
(Tables 2 to 6), is given. Non-adversarial threat events are listed in Table 7.

3. Determine the likelihood of threat events occuring. The likelihood depends on many
factors, but a simple view is to give each threat event a ranking from Very Low to
Very High in terms of likelihood of it being initiated (see Tables 8 and 9), and then
ranking the likelihood that if it occurs, it will have adverse impacts (see Table 10).
From the likelihood of occurring and likelihood of having adverse impacts, an overall
likelihood can be determined (see Tables 11).

4. Calculate the level of risk for each event. The overall likelihood from the previous
step is used, as well as a rating (from Very Low to Very High) if the impact on the
organisation if the threat event occurs. Table 12 lists examples of impacts, while
Table 13 gives the rating levels for impact. The risk level can then be determined
using Table 14. The risk levels are further described in Table 15.

Once the risk analysis has been performed a security plan can be designed. The
security plan should identify possible mechanisms that can be used to remove/minimize
the risk from the set of threats. These mechanisms are referred to as security controls.
Once the set of security controls are know, the threats should be ranked based upon the
level of risk and the cost of implementing the controls. The ranking is used to determine
which controls will be implemented. Ideally threats with highest risk will be addressed
with security controls first, however the cost of implementing the controls must also be
considered.

Section 5 lists some of the security controls available.
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Table 1: Taxonomy of Threat Sources [Table D2 from SP800-30]
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Table 2: Adversarial Threat Events a [Table E2 from SP800-30]
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Table 3: Adversarial Threat Events b [Table E2 from SP800-30]
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Table 4: Adversarial Threat Events c [Table E2 from SP800-30]
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Table 5: Adversarial Threat Events d [Table E2 from SP800-30]
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Table 6: Adversarial Threat Events e [Table E2 from SP800-30]
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Table 7: Non-Adversarial Threat Events [Table E3 from SP800-30]

Table 8: Likelihood of Threat Event Initiation [Table G2 from SP800-30]
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Table 9: Likelihood of Threat Event Occurrence [Table G3 from SP800-30]

Table 10: Likelihood of Threat Event Resulting in Overall Impact [Table G4 from SP800-
30]

Table 11: Overall Likelihood [Table G5 from SP800-30]
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Table 12: Examples of Adverse Impacts [Table H2 from SP800-30]
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Table 13: Impact of Threat Events [Table H3 from SP800-30]

Table 14: Level of Risk [Table I2 from SP800-30]

Table 15: Description of Levels of Risk [Table I3 from SP800-30]
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5 Security Controls

From SP800-53 (page 1): “Security controls are the safeguards/countermeasures pre-
scribed for information systems or organizations that are designed to: (i) protect the
confidentiality, integrity, and availability of information that is processed, stored, and
transmitted by those systems/organizations; and (ii) satisfy a set of defined security
requirements. ”

A risk analysis identifies areas that need fixing and should select suitable controls to
address the problems. In SP800-53 NIST list a set of security controls classified into 18
families as shown in Table 16. The controls in each family are summarised in Appendix
D of SP800-53, and then further demcomposed into the specific controls. Appendix F of
SP800-53 provides a catalog of the controls, covering about 300 pages. The approach is
an organisation should choose from the controls in the catalog; guidance is given as to
which controls are more appropriate depending on the level of protection required (low,
moderate, high). Consult Appendix D and Appendix F of SP800-53 for the details

ID Family ID Family

AC Access Control MP Media Protection
AT Awareness and Training PE Physical and Environmental Protection
AU Audit and Accountability PL Planning
CA Security Assessment and Authorization PS Personnel Security
CM Configuration Management RA Risk Assessment
CP Contingency Planning SA System and Services Acquisition
IA Identification and Authentication SC System and Communications Protection
IR Incident Response SI System and Information Integrity
MA Maintenance PM Program Management

Table 16: Security Control Identifiers and Family Values [Table 1 from SP800-53]

6 Documenting Risks and Controls

The results of a risk analysis should be documented, e.g. in a risk register. A plan for
selecting and implementing security controls should also be developed, e.g. a security
implementation plan. Table 14.5 from Stallings and Brown gives an example risk register
with the following fields:

Asset: name or description of the item/information that is of value to the organi-
sation

Threat/Vulnerability: description of the threat/vulnerability of the asset, ex-
amples are in Tables 2 to 7.

Existing Controls: security controls that are currently used (Section 5).

Likelihood: A rating from Very Low, Low, Moderate, High, Very High of the
overall likelihood of the threat. This is determined by first determining the likeli-
hood of occurrence (Tables 8 and 9), then the level of impact (Table 10), and finally
looking up Table 11.
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Consequence: A rating from Very Low, Low, Moderate, High, Very High of the
impact on the organisation if the threat event occurs. See Table 13.

Level of Risk: A rating from Very Low, Low, Moderate, High, Very High of the
level of risk, determine using the likelihood and consequence using Table 14.

Risk Priority: A ranking of the risk (integer) that considers both the risk level
and the cost of treatment.

Table 15.4 from Stallings and Brown gives an example implementation plan with the
following fields:

Risk: Name/description of the asset and threat

Level of Risk: From the risk register

Recommended Controls: A set of security controls that ideally would be used
to reduce the risk

Priority: From the risk register

Selected Controls: A set of security controls selected to reduce the risk. The
selection of the recommended controls needs to take into account the cost of imple-
menting the controls and the benefit they bring.

Required Resources: The resources (personnel, time, financial, equipment) re-
quired to implement the selected controls.

Responsible Persons: List of people responsible for this risk item.

Start to End Date: Dates for when the controls will be implemented.
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