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ITS335 – Web Security Notes

Figure 1: HTTPS Protocol Stack; Lecture 19

Figure 2: Exchanging a Secret Key with Public Key Crypto; Lecture 20
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Figure 3: Man-in-the-middle attack on Key Exchange; Lecture 20

Figure 4: Signing a Digital Certificate; Lecture 20
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Figure 5: Certificate for Secret Key Exchange; Lecture 20

Figure 6: Attack on Certificate - Changed Public Key; Lecture 21
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Figure 7: Attack on Certificate - Changed Signature; Lecture 21

Figure 8: Attack on Certificate - Fake CA; Lecture 21
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