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CSS322 — Quiz 3

Name: ID: Marks: (10)

Question 1 |2 marks]

Consider a mono-alphabetic cipher, with a selected mapping from plaintext to ciphertext
for all possible plaintext values shown below (the mapping is split into two to fit it on
the page).

p: ABCDEFGHIJKLMNOPQRSTUVWIXYZa
C: VWOQRCPmfegHqZSthFzrwYcyDo-
p:bcdefghijklmnopqrstuvwxyz_-
C: 1Lu_EKsBAvnGNiTbkXpMjIUalJxd

(a) With a computer that can make 10 decrypt attempts per second, what is the
worst case time for a brute force attack? [2 marks]

Question 2 [3 marks]

(a) is a security service that controls who can have
access to a resource.

(b) The process of converting a coded message back to the original message is called

(c) In a attack, a malicious user observes patterns of
communications, without having to read the message contents.
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Question 3  [2 marks]

Consider the ciphertext cieaexshxettrbxass output from a rows/columns transposition
cipher using the key 164325. What is the plaintext?

Plaintext:

Plaintext Plaintext Plaintext
ITTTTTITTTTT] OTTTTTTTT7T [OTTTTTTI7TT
Initialization Vector (1V)
O — —— —
Key block C|p_her Key block upher Key block apher
encryption encryption encryption
ITTTTTTTTTTT] OTTTTTTTT7T [OTTTTTTI7TT
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption

Figure 1: CBC encryption

Question 4 |2 marks]

Using block cipher ABC' (the single version shown in the table), the plaintext 00101010
is encrypted using key 01 with CBC and IV 0111 (encryption with CBC is shown in
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Figure [1)). What is the ciphertext? [3 marks]

Question 5

3 marks|

Consider a 4 bit block cipher, called ABC, that uses 2-bit keys. The ciphertext for all
possible plaintexts and keys for cipher ABC are given below. To increase the strength
of ABC against brute-force attack, I will apply the algorithm twice using a 4-bit key,
K, which is two independent keys from ABC. The resulting cipher is Double-ABC. 1
have chosen a key and sent multiple ciphertexts to my friend. You are an attacker that
has discovered two pairs of (plaintext, ciphertext): (0000,0101) and (1111,0011). Use a
meet-in-the-middle attack to determine the most likely key I used. Show the steps.

[Plaintext | 00 0L 10 11 [ [ Plainfext | 00 01 10 11 |
0000 [ 0001 0101 1000 0111 1000 [ 1000 1011 0101 1000
0001 | 1101 0111 1101 0101 1001 | 1100 0000 0010 0110
0010 | 0000 0110 0111 1010 1010 | 1010 0010 0000 0100
0011 | 0101 1101 1111 0011 1011 | 1011 1100 1001 1001
0100 | 0111 1000 1100 1101 1100 | 0110 0011 1010 1100
0101 | 1001 1111 1011 0001 1101 | 1111 1110 0100 0000
0110 | 0011 1001 0001 1011 1110 | 0100 0100 0011 0010
0111 | 1110 0001 0110 1111 1111 | 0010 1010 1110 1110
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