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Question 1  [2.5 marks]

Consider a mono-alphabetic cipher, with a selected mapping from plaintext to ciphertext
for all possible plaintext values shown below (the mapping is split into two to fit it on

the page).

p: ABCDEFGHIJKLMNOPQRSTUVWIXYZa
C: VWOQRCPmfegHqgqZSthFzrwYcyDo-
p:bcdefghijklmnopqgqrstuvwxyz_-
C: 1Lu_EKsBAvnGNiTbkXpMjIUalJxd
p: ABCDEFGHIJKLMNOPQRSTUVWXYZab
C: _DgfiJTe WQLGNdcbO!lyRoMnHYV
p:cdefghijklmnopgqrstuvwxyz I # 7

XZKEjuqCpKrFhBAXIPY?7tSWU#asmn

(a) With a computer that can make [ 10! | 101° | 10'* | 10" | 10%] decrypt attempts

(b)

per second, what is the worst case time for a brute force attack? [1.5 mark]

Answer. There were two variants of the mono-alphabetic cipher: one with 56
characters (26 uppercase, 26 lowercase, 4 other characters) and the other with 5
characters. A single mapping from the possible input plaintext characters to the
corresponding ciphertext characters is given. This single mapping corresponds to
using a key. A different mapping corresponds to a different key. How many possible
keys are there? The number of possible keys is the number of possible mappings.
With 56 (or 54) characters that must map to a unique character from that same
set (i.e. only single alphabet, hence “mono-alphabetic”), there are 56! (or 54!)
mappings. Therefore there are 56! (or 5}!) possible keys. A brute force attack
requires trying all possible keys. The time it takes depends on the number of keys
and the speed at which a single key can be tried. At a rate of 10* keys per second,
a brute force attack on the cipher with 56 characters takes:

56!
——seconds
10

Explain a practical attack against the cipher. [1 mark]

Quiz 2

28 November 2018 1



Sirindhorn International Institute of Technology 55322

Answer. Despite having too many keys to make a brute force attack impossible,
a more intelligent attack on a monoalphabetic cipher is practically possible. Since
each plaintext letter will always map to the same ciphertext letter when using a
particular key, the frequency of letters (digrams, trigrams, words) on the plaintext
will be reflected also in the ciphertext. Therefore with a long ciphertext, by counting
letters (digrams, trigrams, words), an attacker can esitmate the most likely input
plaintext letters (digrams, trigrams, words) that they correspond to. To see an
example of such an attack see: hitp://sandilands.info/sqordon/classical-ciphers-
frequency-analysis-examples

Question 2 [3 marks|

The process of converting a coded message back to the original message is called
decryption.

Confidentiality is a security service that ensures the contents of a message are not
released to unauthorised people.

In a masquerade attack, a malicious user pretends to be someone they are not.
Access control is a security service that controls who can have access to a resource.

The process of converting a coded message back to the original message is called
decryption.

In a traffic analysis attack, a malicious user observes patterns of communications,
without having to read the message contents.

Authentication is a security service that assures the received data originated from
the claimed sender.

In a replay attack, a malicious user sends an identical copy of a previous message
they have intercepted.

The information known only to sender and receiver in a cipher is called akey.

In a modification attack, a malicious user changes the contents of an intercepted
message.

The process of converting an original message into a coded, apparently random
message is called encryption.

Awvailability is a security service that assures a system is always accessible to autho-
rised users.

In a denial of service attack, a malicious user overloads a server or network with
traffic.

Data integrity is a security service that assures data received are exactly as sent.

The process of converting an original message into a coded, apparently random
message is called encryption.
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Question 3  [2 marks]

Using the first 8 letters of your full name (convert all uppercase to lowercase, and delete
any characters which are not letters a—z) as a keywords, encrypt the Error in quiz:
originally it said ciphertext, but should be plaintext plaintext | comma | muddy
| polls | sunny | merry] using the Playfair cipher.

Error in quiz: I wanted you to write your name/keyword here, not plain-
textKeyword:

Ciphertext:

Answer. An example using my name (stevengo) and the plaintext comma. Create the
Playfair matriz:

stevn

goabec

dfhik

Impaqgr

UwWTY 2

The plaintext needs to be broken into pairs, with the exception that the two “m”’s must
be split by a special character “x”: co mx ma. Now lookup the pairs in the matriz to find
the ciphertext (see lectures for details). The ciphertext is: gapwpo.

Question 4 [2.5 marks]

Consider the ciphertext [ seyosxisstuecixhra | cieaexshxettrbxass | fsxbosrrlteweixuco
| sshxktoxeisxeorxdyot | sthseeteitaxabrdsenx| output from a rows/columns trans-
position cipher using the key | 463152 | 164325 | 236451 | 53124 | 42135|. What is the
plaintext?

Plaintext:

Answer.

(a) Plaintext: thiscourseiseasy; Key: 463152;
Ciphertext: seyoszisstuecizhra

(b) Plaintext: caesaristhebest; Key: 164325;
Ciphertext: cieaexshzettrbzrass

(c) Plaintext: bruteforceisslow; Key: 236451;
Ciphertext: fszbosrrlteweizuco

(d) Plaintezt: deskeyistooshort; Key: 53124,
Ciphertext: sshxktoreiszeorzdyot

(e) Plaintext: aesisbetterthandes; Key: 42135;
Ciphertext: sthseeteitazabrdsenz
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