
Introduction to Number Theory

CSS 322 – Security and Cryptography



CSS 322 - Introduction to Number Theory 2

Modular Arithmetic
• Use non-negative integers less than n

– Perform normal addition/multiplication
– Replace answer with its remainder when divided by n

• Result is called: “modulo n” or “mod n”
• Example (mod 10):

– Addition: 5 + 5 = 0 3 + 9 = 2 2 + 2 = 4
– Multiply:  5 x 5 = 5 3 x 9 = 7 2 x 2 = 4
– Exponent: 55 = 5 39 = 3 22 = 4
– Subtraction: add –x; -x is additive inverse of x
– Division: multiplicative inverse

• There is only an inverse for some values – found by Euclids algorithm
• All multiplicative inverse are relatively prime to modulo (e.g. 10)

– Inverse exponentiation
• There is only an inverse for some values
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Modular Addition (mod 10)

87654321099
76543210988
65432109877
54321098766
43210987655
32109876544
21098765433
10987654322
09876543211
98765432100
9876543210+
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Modular Multiplication (mod 10)

12345678909
24680246808
36925814707
48260482606
50505050505
62840628404
74185296303
86420864202
98765432101
00000000000
9876543210×
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Modular Exponentiation (mod 10)

19191919199919
62486248628818
13971397137717
66666666666616
55555555555515
64646464646414
17931793179313
68426842684212
11111111111111
0000000000000

1211109876543210yx
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Number Theory
• Prime Numbers

– A positive integer is a prime number if and only if it is evenly
divisible by exactly two positive integers (itself and 1)

– Any integer can be factored only by primes
– Two numbers are relatively prime if they have no prime factors in 

common
• Or their greatest common divisor is 1

• Fermat’s Theorem
– If p is prime and a is a positive integer not divisible by p, then

– Or alternatively: if p is prime and a is a positive integer then
( )pa p mod11 ≡−

( )paa p mod≡
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Some Prime Numbers
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Number Theory
• Relatively Prime

– Two numbers that don’t share any common factors
• 7 is relatively prime to 10 – both have common divisor of 1
• 9 is relatively prime to 10 – both have common divisor of 1
• 6 is NOT relatively prime to 10 – both have common divisor of 2 and 

1

• Euler’s Totient Function:
– Number of integers less than n and relatively prime to n
– For a prime, p, 
– For two primes, p and q,

• Euler’s Theorem:
– For every a and n that are relatively prime:
– Alternatively,  

( )nφ

( ) 1−= ppφ
( ) ( ) ( )qpqp φφφ ×=×

( ) ( )na n mod1≡φ

( ) ( )naa n mod1 ≡+φ



CSS 322 - Introduction to Number Theory 9

Euler’s Totient Function Values
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Testing for Primality
• Many cryptographic algorithms need very large prime 

numbers
• How do we find very large prime numbers?

– There is no simple, efficient algorithm known

• Miller-Rabin Algorithm
– Does not give definite result

• Returns “composite” or “inconclusive”
– Running the test many times can increase confidence that 

number is prime
– Efficient  algorithm

• There are some deterministic algorithms, but not as efficient
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