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Abstract — In this paper, we propose a method for proactive key
delivery to enable fast authentication as wireless LAN nodes
move between Access Points within an administrative domain.
The method optimises the EAP-TLS phase of the IEEE 802.11i
authentication process by creating list of keys at the first
authentication with the administrative domain, and proactively
delivering those keys to candidate Access Poaints. This takes
advantage of Proactive Context Transfer and Forced Handover.
The performance analysis shows that the proposal can reduce
significantly authentication delay and bandwidth consumption;
hence improve overall handover perfor mance.

|. INTRODUCTION

The common availability of third generation mobile networks
and, particularly Wireless LANs (WLAN) have made
wireless networking an increasingly important and popular
way of providing Internet access to users on the move.
However, the mobility of wireless users has also created a
number of technological challenges, especially when a
Mobile Node (MN) changes the point of network access (i.e.
performs handover to a new access network). As a
consequence of the handover, the MN must re-establish
services associated with the access network to enable truly
seamless handovers.

An important service deployed in any network is
authentication. The heart of the authentication process is a
shared secret between the user and an authentication server
(AS), used to verify the user’s identity and to determine the
user’s right to access resources and services. Typicaly, the
shared secret is used by different authentication protocols to
generate keys for various purposes such as mutuad
authentication, message protection, and secure transmission.

Authentication can be a time and bandwidth consuming
process. Therefore it is undesirable to continually have to re-
authenticate as a mobile node changes points of access (e.g.
handover). An approach of fast proactive authentication,
where necessary authentication information is transferred
between access points before the handover, has been the topic
of interest by many researchers (see [16] for a summary). Our
proposal is within this topic.- here we want to mention two
methods close to our proposal, namely Frequent Handover
Region (FHR) in [17] and Neighbour Graph (NG) in [1]. The
idea of FHR method is to build FHR for every Access Point
(AP) based on the record of previous handovers with a
weighted matrix and to distribute keys to all APs of FHR in
advance. An issue with the scheme is the size of FHR. The
probability of MN performing handover with one of the APs

from a FHR depends on the size of the FHR, i.e. larger size
can give higher probability. Consequently, the FHR covers
more APs for proactive key distributions, and such a flood of
key distribution may overwhelm the AS. The construction of
a weighted matrix requires O(m?) computation and space,
where mis the number of APs in the network; hence can also
pressure the AS. Mishra [1] suggested an improvement by
using NG to distribute keys one hop in advance. However, as
the distributed keys are derived from the key with the current
AP, the NG method requires a trust relationship between APs,
which is an undesirable security assumption in many
environments..

Our proposal has a similar approach to FHR and NG of
proactive key delivery, but is different in the way of selecting
APsfor key distribution. The proposal is an application of our
previous work, the proactive scheme of Context Transfer and
Forced Handover in [7] [8], into the authentication service.

The rest of the paper is structured as follows. In the next
section, we provide background information in IEEE 802.11
WLANSs. Then, we present the proposal of proactive key
delivery, and analyse its performance in sections I11 and 1V.
Finaly, we make concluding remarks and comment on
guestions for near future investigation in the last section.

I1. BACKGROUND IN IEEE 802.11 WLAN

In this section, we give an overview of signal strength based
handover agorithm, the IEEE 802.11i authentication service,
and the scheme of proactive Context Transfer and Forced
Handover in 802.11 WLAN.

A. Sgnal Strength-Based Handover

In an 802.11 WLAN, a MN leaving an AP is required to find
the next AP and re-associate (i.e. perform handover to this
AP). A fundamental question is: when does the MN need to
switch from one AP to another? In most implementations, for
example in [14], quality of the communication link is used to
make the handover decision, however more advanced
decisions can be made by also taking into account the AP
load, eg. asin [6]. Figure 1 shows how the typical parameter
of communication quality, signal-to-noise ratio (SNR),
changes as a MN moves from APL1 to the adjacent AP2. As
soon as SNR from AP, SNR;, drops below the so-called Cell
Search Threshold SNRcsr  (point 1 in Figure 1), the MN
enters the “cell-search” state where it scans to find the better
APs. In the scanning process, for every channel, the MN
broadcasts Probe Request and waits for Probe Response from



AP. The scanning process is repeated every Scanning Interval
(Tg) until one of scanned APs provide SNR at least A greater
than the current SNR (point 4 in Figure 1). Now, the MN can
switch to the channel used by the selected AP, and start the
reassociation process. In summary, the condition for the inter-
AP handover is as follows

{ SNR; < SNRegr
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Figure 1 SNR change between AP1 and AP2

B. IEEE 802.11i Authentication

Initidly, the IEEE 802.11 standard [10] specified two
authentication methods, open system authenticating allowing
any user to access the network, and shared key, e.g. WEP.
Limitations of WEP [19] have led to the IEEE 802.11i
security framework [9], which replaces the authentication
using 802.11 frames with higher layer authentication
protocols. Messages of the 802.11i framework are exchanged
immediately after re-association, but to maintain backward
compatibility, open system authentication still takes place
before re-association.

The 802.11i framework is a complex combination of several
different protocols. In 802.11i three entities participate in the
authentication process, the supplicant (i.e. a MN that requests
access), the authenticator (i.e. an entity that is typically
located in AP and controls access gate), and the authoriser
(i.e. ASthat decides whether the supplicant is to be accepted).
Figure 2 shows the 802.11i framework that includes three
layers, MAC layer, access control layer and authentication
layer.

e The MAC layer (e.g. 802.11) is to dea with raw
communication, and advertising capabilities.

» The access control layer (i.e. 802.1X Port Access Control
[11], Extensible Authentication Protocol (EAP) [13],
Remote Authentication Dial-In User Service (RADIUS) [4]
and their extensions, EAP over LAN (EAPOL) [11], EAP

over RADIUS [9]) is to make sure that only authorized
MNSs can communicate with the network.

» The authentication layer (i.e. Transport Layer Security
(TLS) [18] and its extension, EAP-TLS [2]), is responsible
for making policy decision, and accepting (or rejecting)
request of aMN to join to the network.

"""""""""" TLS
Authentication
Layer TLSover EAP
EAP
"""""""""" EAP over RADIUS
Access < =
Control 4 g RADIUS
L ayer § <
w TCPIIP
TTUMAC Layer | 80211 802.3 (or other)

Figure 2 Protocol Stack of IEEE 802.11i framework

The basic process of 802.11i authentication is as follows (see
Figure 3):

» Assuming both MN and AS hold the same shared key, an
initial mutual authentication between the two entities is
performed (steps 1 to 8).

« Using the secret key and a preknown function, the MN and
AS generate a Master Key (MK) that will be used for
future exchanges (so that the secret key is no longer in
use).

e From the MK, a Pairwise Master Key (PMK) is then
generated and sent from AS to the AP (step 11) so it can
aso participate in the communications. The MN, AP and
ASal have the PMK for this session.

e The MN then authenticates with the AP in a four way
handshake, which includes derivation of a Pairwise
Transient Key (PTK) which can be used in subsequent
communications between MN and AP.

As can be seen in Figure 3, the protocols used necessitate
various message exchanges to implement the above
authentication steps. Normally these steps must be undertaken
whenever a MN hands over between APs. As we will show
shortly, some of these steps can be reduced by proactively
transferring PMK’ s to potential APs before a handover.

C. Proactive Context Transfer and Forced Handover

In [7] and [8], we proposed a scheme of proactive Context
Transfer and Forced Handover for WLAN-based access
networks. The key point of this scheme is to identify the best



moment for Context Transfer, and to force handover at a
planned time as follows.

Entering scanning cycles, the MN estimates time until
handover Tyy

o _A-(SWR-SR)

Rawre ~ R

where Ry and Rqyre are rates of SNR change for signals
from the current AP and the scanned AP respectively. These
rate values are obtained and updated on the basis of SNR
measurements performed as part of the current and previous
scanning cycles.

@)

The estimations are carried out at every scanning cycle until
Tun < Tq is eventualy achieved at a scanning cycle (called
scanning-to-Context Transfer). Immediately after this cycle,
the MN collects MAC addresses of APs satisfying (Tun < Tg)
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Figure 3 The complete set of messagesin EAP-TLS and four-way
handshake processes.

(i.e. candidate APs) and uses Candidate Access Router
Discovery (CARD) protocol [15] and Context Transfer
Protocol (CTP) [12] to re-establish services at new access
network including candidate APs, and possibly candidate
ARs. For details of those operations, readers are referred to
[7] and [8]. It is also emphasised that Context Transfer is a
quick aternative to re-establish services associated between
MN and access network.

I11. PROPOSAL OF PROACTIVE KEY DELIVERY

In this section, we present the basic idea of optimisation of
the EAP-TLS, and then describe the process of proactive key
delivery in detail.

A. System Concept

The IEEE 802.11i authentication process can be summarised
into two phases': EAP-TLS authentication between MN and
the AS and four-way handshake for mutual authentication
between MN and AP. Typically, the EAP-TLS introduces a
long delay because of the number of exchanged messages,
and particularly long round trip time (RTT) between the MN
and the AS. This delay can be worse if the MN visits a
foreign domain, far away from its home AS. In such
scenarios, the foreign domain’s AS needs to refer to the MN's
home AS to obtain MN’s authentication information.
Therefore, the EAP-TLS is desirable to be optimised as
follows.

The MN performs a full EAP-TLS for the first authentication
with a domain. However, this full EAP-TLS will not produce
one PMK, but a list of PMKs at both the MN and AS. In
subsequent re-authentications within the domain due to
handovers, the AS will proactively deliver PMKsto candidate
APs. Those candidate APs are identified during the cycle of
scanning-to-Context Transfer from the scheme of proactive
Context Transfer and Forced Handover [7][8]. The MN and
the AS need to agree on a method of key selection from the
list. For example, MN uses a list index to indicate PMK
associated with a particular candidate AP.

In summary, by combining Forced Handover and Proactive
Context Transfer we can reduce the overheads of the EAP-
TLS authentication phase upon handovers. This comes at the
expense of the complexity of usingaPMK list at MN and AS
(as opposed to a new PMK each authentication) and, as with
any handover prediction technique, the overheads incurred
when a prediction fails. In the next section, we will describe
the process of proactive key delivery in the authentication
with the domain.

B. Process of Proactive Key Delivery

Assuming that the MN successfully performs the first
authentication with the domain (i.e. including full EAP-TLS

! We do not include the Group Key Delivery as this phaseis optional in the
802.11i framework.



authentication and four-way handshake), the process of
proactive key delivery in the subsequent authentication is
described below. This process is derived from the scheme of
proactive Context Transfer and Forced Handover with some
detail extensions for the authentication service.

1. The MN starts scanning cycles when the current SNR
drops below the threshold SNRcsr (box 1 in Figure 4), and
estimation of Ty, until at least one AP satisfies (Tyy <
Tg) (box 3 in Figure 4). Recall from Section I1.C, (Tyn <
Tg) means that the current scanning cycle is identified as
scanning-to-Context Transfer. This is the best time for
MN to initialise the Context Transfer process. To begin
with, the MN collects the MAC address of all candidate
APs, and send them in a CARD Regquest message.

2. Upon reception of the CARD Request message, the
current AR starts the CARD operation that solves address
mapping between MAC address and IP address of all

MN

EI Current SNR < SNRcsr
Star Scanning Cycle

Scanning Cycle: Tyn > Tg.

]

13 Scanning-To-Context Transfer

candidate APs (see [15] for details of two schemes
mapping MAC address to |P address). Then, the current
AR informs the AS about list of candidate APs via a
Context Transfer Data message.

3. The AS delivers PMKs to every candidate AP via EAP-
Success message, and then notifies the current AR about
completion of key delivery (via Context Transfer Data
Reply).

4. At the next scanning cycle (box 4 in Figure 4), the MN is
forced to perform handover to one of candidate APs. Asa
part of the handover process, for authentication, the MN
just needs to perform four-way handshake as the new
AP already has the PMK. In other words, there is no need
to perform EAP-TLS authentication to generate the PMK.

5. Findly, if the inter-AP handover results in an inter-AR
handover, the MN will perform Mobile IP Registration
(box 5in Figure 4), as specified in [3].
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Context Transfer Data EAP-Success (with PMK
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Context Transfer Data Reply >
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Figure 4 Process of Proactive Key Delivery

IV. PERFORMANCE ANALYSIS

In this section we present a simple performance analysis of
the proactive key delivery scheme in terms of authentication
delay and bandwidth consumption.

For the authentication delay, we use the following notations
Tw — transmission time over aWLAN link; T, — transmission
time over wire-line part between authentication server and
AP; Ts — processing time of a message at authentication

server; Tpp — processing time of a message at AP, Tyn —
processing time of a message at MN.

From the timing diagram in Figure 3, the delay of EAP-TLS
is calculated as follows

TEAP_TLS =10T,, +10T, +5T5+3T, + 2T, (3)
The delay of the four-way handshake is defined from the
timing diagram in Figure 3
Tome = 4T, + 2T, + 2T, 4)

4ways



Therefore, the delay of full authentication is

Tfull = TEAP_TLS +T4ways (5)
=14T,, +10T, +5T  + 7T, +4T o

Recall that the delay of optimized authentication (i.e.
authentication with proactive key delivery) is Taways
Comparing Ty and Taays it is easily to see that the
optimized authentication delay Taways is Significantly less than
the full authentication delay because the proactive key
delivery eliminates processing time at the authentication
server (Tg), and reduces number of transmissions over a
WLAN link. We emphasize the processing time at the
authentication server, neither MN nor AP, because the
authentication server is typicaly responsible for a large
number of users. Also, the transmission time over wire-line
part (T.) is incomparable to the transmission time over a
WLAN link (Ty) as T, is quite small within an administrative
domain, and Ty may be quite significant due to bandwidth
limit and back-off algorithm over WLAN link.

For illustration purpose, we present numerical examples in
Figure 5 with assumptions of Tpp =20 ms, Tyy = 1ms, T, =
1 ms. As can be seen from the graph, the proactive key
delivery reduces significantly authentication delay,
particularly when the authentication server is offered high
load (i.e. long processing time Tg).

‘ —a——opt (T, = 2ms)
L —g—tu 2ms)

Authentication Delay (ms)

i i
30 40 50 60 70 80 90 100
Processing Time at the authentication server (T,) (ms)

Figure 5 Delays of full and optimised authentications

We aso investigated how the proposal reduces bandwidth
consumption. For the further discussion, the following
notations are used: b, — bandwidth consumption for one
message transmission over wire-line part, by — bandwidth
consumption for one message transmission over a WLAN
link, n - number of handovers the MN performs within an
administrative domain, and nyp — average number of
candidate APs. In this anaysis we assume all messages
contribute an equal amount of overhead. Although this is not
true, most of the messages are of similar size and for this
initial analysisit gives a reasonable estimate of the savings.

From Eq. (5), the bandwidth consumption for the full
authenticationis

by, =(10b, +14h,)n

The bandwidth consumption for the optimized authentication
is spent on CARD (2 messages over WLAN link), CTP (2
messages over wire-line), EAP-Success messages (1 X Npp
messages over wire-ling), and the four-handshake messages
(see Figure 3):

bop[ = (10bL +14h, ) + [(2 FNpe )bL +6h, ](n _1)
Therefore, reduction of bandwidth consumptionis
By b, (n _1)[(8 “Npp )bL + 8h/v] (6)

opt _

bfull n(lobL + 14hl\l )

We derive upper bound of reduction r e as followings.
Intuitively, wireless bandwidth is considered more
“expensive’ than wire-line bandwidth. However, it is aso
difficult to determine a quantitative comparison between
those types of bandwidth. If equality between them is
assumed (i.e. by = by in Eq. (6)), and recall that nyp >1, the
equality bound of reduction will be

[ 2N-116-n, 5n-1_

* n 24 8 n
Similarly, we derive the lower bound of reduction as
following

8o, +80, _ Ny
n |10b_+14h, 10b +14h,

b 1,
4.7 ") 4n-1

n {7 10b +14Db, 7 n

~ Vlower _2

where rigner 2 is the lower bound of reduction in the case nap
<2. As npp increases, the lower bound of reduction will
decrease. For example, in the case nap =3, the lower bound of
reduction is defined as follows:

_Nn-1f 5b +7h, + b,
10b, +14h, 10b, +14b,

n
:n—1[1+ by ]>1n—1_

n |2 100 +14b,) 2 n "-°

Typicaly, there is very low probability of np > 3. For
example, the simulation in [7] and [8] showed that the
probabilities of having one candidate AP and two candidate
APs are at least 95% and 1% respectively. Therefore, it is
quite reasonable to assume that nyp < 2. Therefore, the

reduction of bandwidth consumption is reaistically between
the equality bound and lower bounds as

<r<r

rI ower _2 upper

Figure 6 shows three bounds against number of handovers
(n) the MN performs within an administrative domain. In the



realistic case (i.€. Mower 2 < I <lypper), it IS clear that significant
savings on bandwidth consumption from 30% up to 55% can
be achieved in the line of nincreasing from 2 up to more than
10.
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Figure 6 Bounds of Reduction on Bandwidth Consumption.

V. CONLUSION & FUTURE RESEARCH

In this paper, we present a proposal of proactive key delivery
to improve re-authentication in WLAN-based access
networks. The proposal optimised the EAP-TLS phase of the
802.11i framework by creating multiple PMKs at the first
authentication with the administrative domain, and
proactively delivering PMKSs to candidate APs in subsequent
re-authentications. Those candidate APs are identified
through the scheme of proactive CT and FH one scanning
cycle before the handover moment. The analysis showed that
the authentication delay is much shorter and bandwidth
consumption is much less (bandwidth saving from 30% up to
55%) thanks to this scheme.

A number of questions need to be addressed in future
investigations. An analysis is required to make sure that the
scheme provides security at the same level as the full 802.11i
framework. Intuitively it should, because we till use PMKs
generated by the AS and MN. Thelist of PMKs also requires
investigation, in particular how its size impacts on the
implementation of 802.11i and Proactive Context Transfer.
Finaly, we will investigate the implementation feasibility,
for example, in modifications to existing 802.11i framework,
and dealing with failure of PMK delivery.
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