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Comparing Key Lengths Across Symmetric and Public Key
Algorithms

I Various governments, standardisation organisations and researchers have
analysed security level of cryptographic mechanisms

I Provide recommendations for:
I Ciphers to use
I Key lengths or hash lengths
I Security level

I BlueKrypt website summarises recommendations: www.keylength.com
I E.g. from NIST, German BSI, NSA, ECRYPT project, . . .

I ECRYPT-CSA Project 2018 report on Algorithms, Key Size and Protocols
(PDF)

https://www.keylength.com/
https://www.ecrypt.eu.org/csa/documents/D5.4-FinalAlgKeySizeProt.pdf
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Recommend Key Lengths from ECRYPT-CSA 2018

Credit: BlueKrypt www.keylength.com, CC-BY-SA 3.0

https://www.keylength.com/
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